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• Security threats on hardware
• Fault attack

• Side-channel attack (SCA)

• Combined attack

• Impact of existing countermeasures for fault attack on 
cryptosystem against SCA

• Factors affect the efficiency of SCA



Security Challenges in IC
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IC Vulnerability to an Attack

Encryption 
algorithm

Encryption 
algorithm

[1] S. Skorobogatov, ECRYPT II, 2011.

[1]



IC Vulnerability to Natural and 
Intentional Faults

P. K. Singh, D. Patil, IJIIT, 2013 



Unified Framework for Reliability and 
Security of IC
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IC Security Vulnerability to 
Protection Circuits 
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F. Regazzoni et al. , DFT, 2008.

Adding Fault Detection MethodAdding Fault Detection Method Stronger Fault Detection MethodStronger Fault Detection Method

Attack on AES SBox, no 

fault detection method.

With parity based fault 

detection method.

With residue code modulo 3 
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Side Channel Analysis Attack

SCA Countermeasures

• Randomization 
(Masking)
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Fault Analysis Attack

FA 

Countermeasures

• DMR

• Inverse function

• ECC

CryptosystemCryptosystem

Secret KeySecret Key

Plaintext Ciphertext

G. Canivet, et al., Journal of Cryptology, 2011.  
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Combined Attack

Power 

consumption [REF]

[1] W. Hnath, J. Pettengill, Major Qualifying Project, 2010.
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Impact of existing countermeasures for 
fault attack on cryptosystem security

Fault detection methods 
on different modules

Different fault detection 
methods
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Fault Detection Methods

Double modular 

redundancy (DMR)

Double modular 

redundancy (DMR)
Inverse functionInverse function

[1] G. Di Natale, et al., JET, 2009. [2] R. Karri, et al., DAC, 2001.

Parity check codeParity check code[1] [2]
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CPA Attack on AES

Store the 
intermediate 
ciphertexts

Store the 
intermediate 
ciphertexts

Guess the first subkeyGuess the first subkey

Calculate the 
ciphertext

Calculate the 
ciphertext

[1] S. Shah, ReConFig, 2010.

[1]

Record the power 
consumption

Record the power 
consumption



15

CPA Attack on AES

FD in S-BoxFD in S-Box FD in MixColumnFD in MixColumn
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CPA Attack on AES

Convert the 
ciphertext to 
power trace

h = aH(D) + b

Convert the 
ciphertext to 
power trace

h = aH(D) + b

[1] E. Brier et al., Lecture Notes in Computer Science, 2004.

[1]
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Experimental Setup

Capture Analyzer
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Analyzer

Subkey NO.

Subkey Guess

Correlation coefficient factor
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Impact of FD on SCA Attack
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Impact of Different Hardware Redundancy-
Based FD Methods on SCA Attack 
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Impact of Different Power Models 
in CPA Attack 
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[1] F. Regazzoni et al. , DFT, 2008.
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Conclusion

• As the combination of FA and SCA attacks is emerging as 

an advanced attack, effective countermeasure for the 

combined attack is needed.

• One countermeasure for a particular attack can influence 

the other attack positively or negatively.

• Our experimental results indicate that the effective factors 

on CPA efficiency include
o Type of redundancy 

o Module under protection

o CPA attack power model 



Thank you!

Any Questions?
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