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Outline

« Security threats on hardware

* Fault attack
 Side-channel attack (SCA)
« Combined attack

* Impact of existing countermeasures for fault attack on
cryptosystem against SCA

 Factors affect the efficiency of SCA
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IC Vulnerability to Natural and
Intentional Faults
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Unified Framework for Reliability and
Security of IC
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IC Security Vulnerability to
Protection Circuits
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Fault Analysis Attack
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Combined Attack
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AES Cipher
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Impact of existing countermeasures for
fault attack on cryptosystem security
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Fault Detection Methods
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CPA Attack on AES
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CPA Attack on AES
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CPA Attack on AES
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Experimental Setup
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Impact of FD on SCA Attack
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Impact of Different Hardware Redundancy-
Based FD Methods on SCA Attack
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Impact of Different Power Models
in CPA Attack
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Impact of Different Power Models

in CPA Attack
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Conclusion

* As the combination of FA and SCA attacks is emerging as
an advanced attack, effective countermeasure for the
combined attack is needed.

* One countermeasure for a particular attack can influence
the other attack positively or negatively.

* Our experimental results indicate that the effective factors

on CPA efficiency include
o Type of redundancy

o Module under protection
o CPA attack power model
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