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* JV, et.al, “Is split manufacturing secure?,” IEEE/ACM DATE2013
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INTRODUCTION – PREVIOUS WORK

Proximity Attack

--JV, et.al, “Is split manufacturing secure?”, IEEE/ACM DATE2013
--J.Magana, “ Are proximity attacks a threat to the security of split 
manufacturing of integrated circuits?” ICCAD2016
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Network-flow Attack Model *

* Y. Wang, The Cat and Mouse in Split Manufacturing. DAC 2016

Cap = ∞
Cost = pin distance between pin B and pin 3
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Placement Perturbation Based Defense Model*(Previous Work) 

* Y. Wang, The Cat and Mouse in Split Manufacturing. DAC’16
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Routing Perturbation Based Defense Method
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• Layer Elevation

• Routing Detour

• Decoy

• Test Principle
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DEFENSE – TEST PRINCIPLE

Layer Elevation

Routing Detour

Decoy

Wirelength Overhead

Choose Nets

Metric : Hamming Distance
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DEFENSE – TEST PRINCIPLE

Logic Fault
(Incorrect Connection)

Propagation
(To Primary Output) 

Observability
(SCOAP) 

Logic Difference
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DEFENSE – OVERALL ALGORITHM

Drive side detour

Sink side decoy

Ripping up local nets (topmost layer )

Ripping up global wire segments

BEOL wire rerouting

Select nets
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ISCAS’85 + ITC’99 + Network-flow Attack Model

𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼 𝐶𝐶𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐶𝐶𝐼𝐼𝐼𝐼 𝑅𝑅𝑅𝑅𝐼𝐼𝐼𝐼 =
# 𝐶𝐶𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼 𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐶𝐶𝐼𝐼𝐼𝐼𝑐𝑐

# 𝐼𝐼𝐼𝐼𝐼𝐼𝑐𝑐 𝐶𝐶𝐼𝐼 𝐵𝐵𝐵𝐵𝐵𝐵𝐵𝐵 + # 𝐼𝐼𝐼𝐼𝐼𝐼𝑐𝑐 𝐶𝐶𝐼𝐼 𝐼𝐼𝐼𝐼𝑡𝑡𝑡𝑡𝐼𝐼𝑐𝑐𝐼𝐼 𝐹𝐹𝐵𝐵𝐵𝐵𝐵𝐵 𝑙𝑙𝑅𝑅𝑙𝑙𝐼𝐼𝐼𝐼

10.7% 36%Incorrect Conection Rate :

8.1% 27%Hamming Distance          :

2.9% Wirelength Overhead      :

0.23%Timing Overhead             :
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Effectiveness : 8.1% → 27% (Hamming distance)

Overhead       : about 6%[1] → 2.9% (wirelength)

Three routing perturbation techniques

Test principle to trade off overhead and security

[1] Y. Wang, The Cat and Mouse in Split Manufacturing. DAC’16
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