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• FPGAs are increasingly used in numerous applications
• Automotive, Defense, Healthcare, Networking, Internet of Things
• Reduce time to market & development costs (compared to ASIC) while 

providing better energy-efficiency (compared to processor)
• ~$9.8 billion market by 2020, >$14 billion by 20241

Introduction
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1 http://www.grandviewresearch.com/industry-analysis/fpga-market
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• Security is more challenging in IoT
• Remote/in-field reconfiguration
• Long in-field lifetimes (physical attacks)

• Encryption is strong, but not enough by itself for IoT
• Key extraction through DPA
• eFUSE keys programmed at UTP facility

• Symmetric key not always suitable for remote upgrade
• PKC not ideal for constrained environment

• Area/power intensive decryption blocks
• May not be suitable for runtime reconfiguration applications

Motivation: Encryption in IoT Domain

Need a novel approach to improve security while that 
can maintain interoperability, minimally affecting 

design flow, and without incurring significant overhead
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• FPGAs are vulnerable to various attacks
• Intellectual Property (IP) Piracy
• (Targeted) Malicious Modification

• Device architectures are identical
• Easier to design, test, and manufacturer
• Break one, break all

Motivation: Attacks on Bitstreams

Untrusted 
Third 

Parties
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• MUTARCH: Mutable Architecture for FPGA
• Genetic diversity in nature helps ensure survival of species
• Diverse FPGA architectures make all devices less vulnerable to attack

No longer “break one, break all”

Proposed Solution: MUTARCH

• Like software node-locking: One Bitstream, One Device
• Provides strong protection against RE & TMM for HW IP
• Can be used in conjunction with encryption, or 

standalone in ultra-lightweight applications
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• Static physical and time-varying logical architectures
• Make every device physically different
• Logically change architecture over time

• Architectural configuration based on a key
• Design for next-generation FPGAs, not existing ones1

MUTARCH for FPGAs

1 Karam, et al. “Robust Bitstream Protection in FPGA-based
systems through Low Overhead Obfuscation,” ReConFig, 2016.
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• Architectural modifications perform 
inverse obfuscation

• Key-based obfuscation networks can 
be extended

• LUT Outputs
• Programmable Interconnects
• DSP Blocks, Multipliers, etc.
• Blockram/Embedded Memories

• Can modify any aspect of FPGA architecture

MUTARCH for FPGAs
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• Firmware upgrade is essential for long-life devices
• Optimize design and add new features
• Patch security vulnerabilities

• MUTARCH update requires device identification
• Bitstream obfuscated using key specific to target architecture
• Obfuscation natively inverted in only target device

Secure In-field Upgrades
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• Prototype system based on VTR1

• Synthesis / Place & Route Verilog benchmarks
• Compare original bitstream w/ bitstream for MUTARCH FPGA after 

Secure Bitstream Transform
• Evaluate security (brute force, side channel, known design, reverse 

engineering)

Evaluation

1 J. Luu et al., “VTR 7.0: Next Generation Architecture and CAD 
System for FPGAs,” ACM TRETS,
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4-input LUT (16 content bits), HD = 8 = 50%

Results

8.05

𝐷𝐷1 =
∑𝑖𝑖=0𝑁𝑁 𝐻𝐻𝐷𝐷(𝐵𝐵𝑂𝑂,𝑖𝑖 ,𝐵𝐵𝑆𝑆,𝑗𝑗)

𝑁𝑁
Inter-bitstream Hamming Distance

𝐷𝐷2 =
∑𝑖𝑖=0𝑁𝑁 ∑𝑗𝑗=𝑖𝑖+1𝑁𝑁 𝐻𝐻𝐷𝐷(𝐵𝐵𝑖𝑖 ,𝐵𝐵𝑗𝑗)

[𝑁𝑁(𝑁𝑁 − 1)]/2
Intra-bitstream Hamming Distance



ASP-DAC | Tokyo, Japan | January 19, 2016 12

• Brute Force
• Determining configuration key from test patterns via simulation
• Each trial requires significant computation 
• Same procedure as brute forcing encryption

• Known Design
• Mapping multiple known designs to better understand obfuscation
• Logical key changes resulting bitstream even in same design
• Provides moving target defense

• Side Channel
• Analyze power/time/etc. side channels when mapping application
• Key generation at runtime may be susceptible
• No key used in physical network

Security Analysis
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• FPGA security using concept of diversity (esp. for IoT)
• Enables lightweight, secure remote reconfiguration
• Improves security for devices in field

• IP Piracy 
• Targeted tampering attacks

• Requires minor changes to FPGA architecture 
• Toolflow (almost) the same
• Upgrades using existing infrastructure

• Enables security/overhead tradeoff
• Can still be used with existing encryption techniques

Conclusion
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Thank You!
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