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Motivation

« Deep neural networks (DNNs) are known vulnerable to
adversarial attacks

« Adversarial examples in adversarial attacks:
— adding delicately crafted distortions onto original legal inputs, can mislead a

any target labels.

[

“gibbon”

©9.3% confidence

* Fig. from Stanford CS231N class slides
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Motivation

* L,norms of the distortion:

» the added distortions are usually measured by L,, L,, L,, L
L, L, L, L, attacks.

Nnorms in

ool

A unified framework:

> this work for the first time unifies the methods of generating
adversarial examples by leveraging ADMM. L,, L,, L,, L, attacks are

effectively implemented by this general framework with little
modifications.
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Notations and Definitions

Representations of the DNN model:

input: x € R™™ or x e R*W

model: F(x) =y

output: 0 < y; <1land Y1 tyY2t--+yy=1
logits: F(x) = softmax(Z(x)) = y

classification: C(x) = arg max y;
I

" p
distance: ||x — I[}“P = Z |x; — x0; [P

i=1
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Notations and Definitions

Adversarial attack:

mini{smize D(d) + g(x + 9)

subject to (x4 4) € [0,1]",

g(x) = ¢ - max ((mffc (Z(x);) — Z(x)t) ,, —rc)

Z(x) : logits before softmax layer
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Formulation

« Reformulate the original problem:

mi;irg}ze D)+ g(x+2z) + h(w) h(w) — 0 w¢ [01 -Hn
subject to z =9 "W oo otherwise.
W =X+ z,

 The augmented Lagrangian function:

L(é.z,w,u,v)=D(0)+ g(x+2z)+ h(w)
+ul(6—z)+vi(w—2z—x)

p 5 P
+ 206 — 2l + Zllw — 2 — x|}



General Framework based on ADMM

« ADMM iterations
* In the k-th iteration, the following steps are performed:

(6" whtY = argmin L(6. 2", w,u” v" mlmmlze D)+ —H5 —z" + (1/p)u”|3
S k+1 k+1 Lk k
2" =argmin L(077, 2, T, ut, v » mlmmlze h(w) + —Hw —z" —x+ (1/p)v"|5.
k+1 _ k skl _ S h+l 2
u u” + p( z"") Pl §k+1 : k|2
VIt = vk o p(whHT bt gk, mlmzmme g(x+2z)+ 5| —z+ (1/p)u”|f3

+E W =z — x4+ (1/p)v" 3.



General Framework based on ADMM

* W step

k

minimize h(w) + SHW —z" —x+ (1 /p)v"|3.
41y _

\ 4
w1, =

0 if [z" +x— (1/p)v¥]; <0
1 if [z +x — (1/p)vF]; > 1
z¥ +x — (1/p)v*]; otherwise,



General Framework based on ADMM

« 7 step
minimize ¢(x+2z) -+ gHékH —z+ (1/p)u”||3 [ i
i +LlWrET —z — x + (1/p)VF 3. / Vy(z" + x)
‘ first-order Taylor Bregman

expansion divergence

minimize (Vg(z" +x))%(z —2") + 3|z — z"||%
Z

+5lz —all; + £z - b3

: 1 : ,
zh Tl — (az" + pa + pb — Vg(z" +x))
a—+2p

___________________________________________________




Four Attacks based on the Framework

* Proximal operator

1
prox,p(s) = argmin (/\D(5) T 5 10 — S@)

o
« L, attack:
| | _ >
proxys(s) = argmain </\|5|2 - 7 |0 — S|§) »PPOXM(S) = { . )\éHSHQ)S H:Hz < ;‘\
« L, attack:

0 or s; S| = \/ﬁ

0 sil < V2A
Si si| > V2A

, 1
prox,o(s) = arg min ()\|5|O + 3 |6 — S|3) » (proxio(s)), =



Four Attacks based on the Framework

« L, attack
S; — A Sy :_7" A

1 ‘
prox,i(s) = argmin (/\|5||1 + — |0 — 5|§)‘ (proxyi(s)); = 0 [si] < A
] 2 S -+ A S; E —A

« L_ attack

———————————————————————————————————————————————————————————

It has no closed form solution. We can obtain
its solution by derive its KKT condition. '

___________________________________________________________

L P 2
minimize HﬁHm—|-§Ho5—s\|§1 -
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Experimental Results



Adversarial examples on ImageNet, where an input of koala can be classified as
other target labels by adding small distortions.



Experimental Results

(2

FEIEEN Do

L, attack
Dataset Attack Best case Average case Worst case
e method ASR L, | ASR Lo | ASR Lo
MNIST C&W (Lo) 100 | 7.88 | 100 | 16.58 | 100 | 29.84
ADMM(Lo) | 100 | 6.94 | 100 | 13.35 | 100 | 23.66
CIFAR C&W(Lo) 100 | 816 | 100 | 20.82 | 100 | 35.07
’ ADMM(Lo) | 100 | 7.64 | 100 | 18.78 | 100 | 32.81
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Experimental Results

L, attack

, Best Case Average Case Worst Case

Data Set Methods SR . ASR . SR .
IFGM(L1) 100 17.3 100 34.6 100 h8.4
MNIST EAD(L1) 100 7.74 100 14.16 100 21.38
ADMM(L1) 100 6.29 100 12.35 100 17.9

[FGM(L1) 100 5.96 100 15.8 100 20.8

CIFAR-10 EAD(L1) 100 1.94 100 4.62 100 7.25
ADMM(L,) 100 1.75 100 3.750 100 5.92

IFGM(Lq) 100 208 100 580 100 685

ImageNet EAD(L,) 100 60.98 100 112.7 100 185
ADMM(L1) 100 49.17 100 75.2 100 127
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L, attack
.J Best Case Average Case Worst Case

Data Set Attack Method ASR I, T . ASR I T T ASR I, T T
FGM(L,) 09.3 | 2.158 | 23.7 | 0.562 | 43.2 | 3.18 | 376 | 0761 | 0 | N.A. | NA. | NA.

MNTST IFGM(L>) 100 | 1.61 | 18.2 | 0.393 | 99.7 | 243 | 31.8 | 0.574 | 99.3 | 3.856 | 54.1 | 0.742
C&W (L) 100 | 1.356 | 13.32 | 0.394 | 100 | 1.9 | 21.11 | 0.533 | 99.6 | 2.52 | 30.44 | 0.673

ADMM(Ly) | 100 | 1.268 | 15.93 | 0.398 | 100 | 1.779 | 25.06 | 0.444 | 99.9 | 2.269 | 34.7 | 0.561

FGM(L-) 09.7 | 0.418 | 13.85 | 0.05 | 40.6 | 1.09 | 374 | 062 | 1.2 | 417 | 1193 | 043
CIPAR10 | TFGM(L2) 100 | 0.185 | 6.26 | 0.021 | 100 | 0.419 | 14.9 | 0.043 | 100 | 0.685 | 22.8 | 0.0674
SRR C&W (L) 100 | 0.170 | 5.721 | 0.0189 | 100 | 0.322 | 11.28 | 0.0347 | 100 | 0.445 | 15.79 | 0.0495
ADMM(L;) | 100 | 0.163 | 5.66 | 0.0192 | 100 | 0.315 | 10.97 | 0.0354 | 100 | 0.427 | 15.05 | 0.0502

FGM(Ls) 15 | 237 | 815 | 0129 | 3 | 751 | 2104 | 0.25 0 | NA. | NA. | NA.

L Net TFGM(L>) 100 | 0.984 | 328 | 0.031 | 100 | 2.38 | 795 | 0.079 | 97.6 | 4.59 | 1354 | 0.177
THagene C&W(Ls) 100 | 0.449 | 126.8 | 0.0159 | 100 | 0.621 | 198 | 0.0218 | 100 | 0.81 | 272.3 | 0.031
ADMM(L,) | 100 | 0.412 | 112.5 | 0.017 | 100 | 0.555 | 166.7 | 0.021 | 100 | 0.704 | 225.6 | 0.0356
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Extensions

 Structured Attack by ADMM
» Blackbox attack

* Interpretability of Adversarial examples



Question time

Thank you!



