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Increasing Significance of Automotive E/E Architectures 
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[Paul Milbredt, AUDI AG, EFTA 2010 - Switched FlexRay: Increasing the Effective Bandwidth and Safety of FlexRay Networks] 

[Françoise Simonot-Lion, IEEE IES’2006 – The Design of Safe Automotive Electronic Systems] 
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New distributed E/E architectures ... 

Integrated E/E architectures  

based on multi-core ECUs 

ECU 

consolidation 

Paradigm shift 

TOMORROW 

Federated E/E architectures 

based on many single-core ECUs 

TODAY 
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... come along with new challenges! 

Extended  

components 

life-time  

Reliability 

Shrinking 

component 

geometries 

Performance 

Interm./perm. 

Faults 

Increased Fault  
Susceptibility 

X-by-wire 

systems 

Predictability 
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Types and Causes of Faults 

Permanent Intermittent Transient 

Temporal conditions 

• strong radiation 

• EM interference 

Marginal hardware 

• process variation 

• electromigration  

Irreversible changes 

• preceded by  

intermittent faults 
[Constantinescu, Trends and Challenges  

in VLSI Circuit Reliability, 2003] 
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Fault Rate Development 
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Principle of the Implicit Fault Detection 
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Transient faults 

Transient faults 

Failure rate of  

plausibility tests in t1 and t2 :  

Failure ratio  
t1
t2

 0.5 2 1 

Faulty  

resource  
r2 r1 r3 

Task dependency  

graph: 

bus 

Intermittent + 

Transient faults 

𝜏1 

𝜏2 

𝜏3 

𝜏4 

𝜏5 

𝜏6 

𝜏1 

𝜏2 

𝜏3 
𝜏4 

𝜏5 

𝜏6 

𝑡1 𝑡2 𝑡1 

𝑡2 
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Expectation Matrix 

𝜆(𝑡, 𝑟) =  
𝑒𝜏
ℎ𝜏

𝜏∈Τ𝑟  𝑝𝑟𝑒𝑑 𝑡

E[𝑋𝑟] 

Frequency of a test 𝑡 ∈ 𝑇 failing  

due to a fault on resource 𝑟 ∈ 𝑅 

Expectation Matrix Λ = (𝜆 𝑡, 𝑟 )𝑡,𝑟 

𝜆𝑡1,𝑟1 𝜆𝑡1,𝑟2
0 0

𝜆𝑡1,𝑟3 0

𝜆𝑡2,𝑟3 𝜆𝑡2,𝑟4

𝜆𝑡1,𝑟5 0

𝜆𝑡2,𝑟5 0
 r1 r3 r5 

r2 r4 r6 𝑂𝑡 ≫ 𝐸𝑡 = Δ 𝜆 𝑡, 𝑟

𝑟∈𝑅

 

𝜏1 

𝜏2 𝜏3 

𝜏4 𝜏5 

𝜏6 

𝑡1 𝑡2 

r3 
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Vector-based Detection Methods 

Λ 𝑇 × 𝑅 =

𝜆𝑡1,𝑟1 𝜆𝑡1,𝑟2
𝜆𝑡2,𝑟1 𝜆𝑡2,𝑟2

⋯
𝜆𝑡1,𝑟𝑅−1 𝜆𝑡1,𝑟𝑅
𝜆𝑡2,𝑟𝑅−1 𝜆𝑡2,𝑟𝑅

⋮ ⋱ ⋮
𝜆𝑡𝑇−1,𝑟1 𝜆𝑡𝑇−1,𝑟2
𝜆𝑡𝑇,𝑟1 𝜆𝑡𝑇,𝑟2

⋯
𝜆𝑡𝑇−1,𝑟𝑅−1 𝜆𝑡𝑇−1,𝑟𝑅
𝜆𝑡𝑇,𝑟𝑅−1 𝜆𝑡𝑇,𝑟𝑅

 

expectation matrix: 

𝐯𝑂𝑇 =

𝑂𝑡1
⋮
𝑂𝑡𝑇

 

observation 

vector: 

𝐯𝑟𝑖 =

𝜆𝑡1,𝑟𝑖
⋮
𝜆𝑡𝑇,𝑟𝑖

 

expectation 

vector: 

𝐯𝑂𝑇 

𝐯𝑟𝑖 

𝜃 
x 

y 

Cosine Similarity Singular Value Decomposition 

𝒔𝒊𝒎𝒊𝒍𝒂𝒓𝒊𝒕𝒚 
= 
𝐜𝐨𝐬 𝜽  

𝒓𝒊  is faulty 𝑠𝑖𝑚𝑖𝑙𝑎𝑟𝑖𝑡𝑦 = 1? 

Λ𝑠
𝑇 ×2 =

𝜆𝑡1,𝑟𝑖
⋮
𝜆𝑡𝑇,𝑟𝑖

𝑂𝑡1
⋮
𝑂𝑡𝑇

 

𝒓𝒊  is faulty 𝑟𝑎𝑛𝑘 Σ < 2? 

𝜮 =
𝝈𝟏
𝟎
𝟎
𝝈𝟐

 𝜦𝒔 = 𝑼𝜮𝑽
𝐓 

Tolerance intervals ϵcos and 𝜖𝑠vd used to consider ‘noise’ from transient faults.  
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ILP-based Detection Methods 

Confidence Interval 

Pr ( 𝜇 − 3𝜎 ≤ 𝑥 ≤ 𝜇 + 3𝜎)
≈ 0.9973 

𝜆𝑙𝑜(𝑂𝑡) 𝜆ℎ𝑖(𝑂𝑡) 𝜆(𝐸𝑡) 

Three-sigma rule defines the limits of the 

confidence interval  [𝜆𝑙𝑜(𝑂𝑡), 𝜆ℎ𝑖(𝑂𝑡)]. 

Pearson’s χ2 -Test 

𝜒2 = 
𝑂𝑡 − 𝐸𝑡

2

𝐸𝑡𝑡∈𝑇

 
statistical  

hypothesis  

test 

null hypothesis: 𝐻0: 𝐸𝑡 → 𝑂𝑡 

“All observed test failures result from the 

expected test failures.” 

H0 is true H0 is false 

H0 rejected false positive correct 

H0 accepted correct false negative 

𝒙𝒓 indicates  

faulty  

resource 𝒓 
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Case study 

... 

r1 r3 r5 

r2 r4 r6 

𝜏1 

𝜏2 𝜏3 

𝜏4 𝜏5 

𝜏6 

𝑡1 𝑡2 

r3 

test cases 240  

resources 10 ... 100 

tasks / resource 3 ... 10 

tests / resources 1 ... 4 

stressed / unstressed 50% 

test case model: 

results 

correct 

proper detection of 

stressed/unstressed system 

false positive 
unstressed resource detected 

as stressed 

false negative 
stressed resource not 

detected 

timeout test run aborted after 60s 

𝜆𝑟3 ∙ s 

r3 
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Experimental Results I 

• evidence of feasibility 

of our approach 

• good overall detection 

rate for methods I, II 

and III 

• best results for vector-

based methods 

• χ2 –Test promising 

when disregarding 

timeout 

parameter values: 

overall detection rate: 



ASP-DAC 2014 Peter Waszecki 15 

Experimental Results II 

• Vector-based approaches in 

millisecond range 

• Conf. Int. method in sub-

second range 

• Runtime for χ2 –Test might be 

reduced by non-linear solver 

• Good detection rate for methods 

I, II and III 

• Slight decline due to false 

positives when test-number is 

high 

• χ2 –Test distorted due to limited 

number of test results 
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Summary and Conclusion 

Growing importance of distributed architectures 
• fault-detection is inevitable 

 

Detection approach proposed  
• early and implicit diagnosis of intermittent faults 

• vector-based and ILP-based implementations 

 

Experimental results prove feasibility  
• based on 240 test cases  

• good results for the first three methods 

 

Future work 
• simultaneous detection of multiple faulty resources 

• different fault rates and fault propagation models 
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Thank you for your attention! 

“Questions are guaranteed in life; 

 answers aren't!” 


