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Acura TSX Recalled in Canada for ECU Problems
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Kawasaki Recalls Ninja 300 Again Due To ECU Issue
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Volvo Recalls 26,000 Cars Worldwide Due to
Faulty Software

Toyota Case: Single Bit Flip That
Killed
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MADISON, Wis. — Could bad code Kill a persen? It could, and it
apparently did.

The Bookout v Toyota Motor Corp. case, which blamed sudden
acceleration in a Toyota Camry for a wrongful death, touches the
issue directly.

This case -- one of several hundred contending that Toyota's
vehicles inadvertently accelerated -- was the first in which a jury

~ | Barr, CTO and co-founder of Barr Group, told us in an exclusive
interview. Barr served as an expert withess in this case.
Afii software malfunction concerns an electronic module that prevents the engine from
reat starting or stops it after 100 meters.
Alm| As ed, owners of the aforementioned models are informed by the Swedish

mixt manufacturer through a letter that asks them ft the cars to dealers and install a software update. Approximately
12,000 vehicles are in the United States, just-auto.com wrd
Thal

and A similar recall was announced by Volvo in June, but it only concerned 2008 a 09 S80, V70 and XC70.

::el "The engine cooling fan may stop working due to a software programming error in the fan control mo CM)," NHTSA wrote in
! the advisory. "Depending on driving conditions, the customer may experience reduced air conditioning perfori and/or rapid

increase in engine coolant temperature,” it added.

1 notifying owners and the recall activity has commenced on the 5th of August. The automaker is e

"We've demonstrated how as little as a single bit flip can cause the
driver to lose control of the engine speed in real cars due to software preeNe
malfunction that is not reliably detected by any fail-safe," Michael

' attorneys supporting their argument with
from embedded systems experts. That
fl ofNJ oyota's electronic throttle control system --

rneys clodgd their argument by saying that the
control syS\gm caused the sudden acceleration
[n a SeptembeN2007 accident that killed one
sly injured anot®dgr on an Oklahoma highway

loose floor mats, a\gticky pedal, or driver error.

& announced that a seN|ement to avoid punitive

n reached Thursday eveNQg. This was
announced shortly after an Oklahoma CountyNyry found Toyota
liable for the crash and awarded $1.5 million of dmpensation to
Jean Bookout, the driver, who was injured in the cNgsh, and $1.5
million to the family of Barbara Schwarz, who died.

During the trial, embedded systems experts who reviewe
Toyota's electronic throttle source code testified that they fynd
Toyota's source code defective, and that it contains bugs --
including bugs that can cause unintended acceleration.

"We've demonstrated how as little as a single bit flip can cause
the driver to lose control of the engine speed in real cars due to
software malfunction that is not reliably detected by any fail-safe,"
Michael Barr, CTO and co-founder of Barr Group, told us in an
exclusive interview. Barr served as an expert witness in this case.

free of charge and 11,097 bikes are part of this recall activity which is currently being done in the uﬁmmff*“mmum’wm

earlier recall covered the North American region and 1083 units were affected.
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[Paul Milbredt, AUDI AG, EFTA 2010 - Switched FlexRay: Increasing the Effective Bandwidth and Safety of FlexRay Networks]
[Frangoise Simonot-Lion, IEEE IES’2006 — The Design of Safe Automotive Electronic Systems]
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New distributed E/E architectures ...

TODAY TOMORROW
... Paradigmshift
~. ECU
consolidation

Federated E/E architectures
based on many single-core ECUs

Integrated E/E architectures
based on multi-core ECUs
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Permanent

Temporal conditions
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y preceded by [Constantinescu, Trends and Challenges

intermittent faults in VLS| Circuit Reliability, 2003]
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Fault Rate Development
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Principle of the Implicit Fault Detection

Intermittent +
Task dependency Transient faults Transient faults

-4 | | I I A

5 (@ ()
(&} O
& Yol (2@
o o
0 (%9}
e @
r \U y Y
bus
o )
() 2@
5 Failure rate of
2 . plausibility tests in t; and t,:
SN y, t
“ “ Failure ratio t—’ 2 1
2
: Fault
Transient faults resoglrce 1 | T3

Peter Waszecki 9 ASP-DAC 2014



Expectation Matrix

Frequency of atest t € T failing
due to a fault on resource r € R

e
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Vector-based Detection Methods

expectation matrix: /expectation [ observation )
jtm jtm jwk-l jfma vector: vector:
A|T|><|R| _ tyr1 5 ty,r2 ) tzﬂ”R—1: t2, TR Atﬂ‘i Otl
AtT—l,Tl AtT—LTz AtT—1,7’R—1 AtT—LTR VT'i o : VOT — .
Atriry Aty Atrrges Atrirg K AtT,Ti / \ OtT /
Cosine Similarity Sinqular Value Decomposition
y
T A t1,7§ 0t1
i IT|x2 _— .
A —
similarit 5
— Y AtTﬂ” i OtT
Vo cos(0
T ( ) A _ UZ'VT . E _ (0'1 O )
S 0 ()
> X
similarity =1? > | r; is faulty rank(Z) <2? [ | r; is faulty

Tolerance intervals €, and €4 used to consider ‘noise’ from transient faults.

Peter Waszecki 11 ASP-DAC 2014



ILP-based Detection Methods

2.1%,

Confidence Interval Pearson’s x2 -Test
: Pr(p—30<x<u+30) statistical (0, — Et)2
3 ~ 0.9973 hypothesis X* = z
S‘ 34.1% 34.1% test teT

0% | SRERH

null hypothesis: H,.Et - Ot

=30 =20 -lo M lo 20 30

Three-sigma rule defines the limits of the “All observed test failures result from the
confidence interval [1;,(0t), A, (0t)]. expected test failures.”
If : ] R H, is true H, is false
F | 1 rd
‘ ) H, rejected false positive correct
410(0t) A(Et) Ap;(01)
H, accepted correct false negative
minimize Yr 13a)
y-€{0,1} 7;2 4 (
subject to: minimize Z Ur (17a)
VieT: Aio(O) < % < )\ subject to: ] ]
WeT: B=Ymoawd T =Y 0hA-2.00E am x,indicates
' ’ t— ' tel |:: »
e - reR VteT: Ey-Ri=1 (17¢) faUIty
CRAS i il WET: Ei=Y a-Atr)-A (17d) resourcer
Vre R: Tr < Tyar +1077 - y eR
Vre R: @, 2 Xy Yr (17¢)
VreR: 2y < Ty + 101 -y, (17f)
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Case study

test case model:
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test cases 240

resources | 10 ... 100

tasks / resource .. 10
tests / resources .4
stressed / unstressed 50%

results

correct

proper detection of
stressed/unstressed system

false positive

unstressed resource detected
as stressed

false negative

stressed resource not
detected

timeout

test run aborted after 60s
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Experimental Results |

parameter values:

overall detection rate: | Value ! | Value2 | Value 3
€cos | 3.0~ 10—3 6.0-103 1.2.102
€vd | 4.3-107° | 850-107° | 1.70-10~%

Tyar 1.1 1.5 1000
% 5 20083 NNVZZ
5% coon e - evidence of feasibility
. of our approach
o e sV NNNN
&g Ssvdy NNV77777] )
€svd] N777272727] * good overall detection
 rvan rate for methods I, Il
25 avar OO and I
8 . Tvar| RANSNNNANNNANNNNNNNNNNNNNA
L & T 7 | * best results for vector-
“E o R : based methods
0 50 100 150 200 o X2 —Test promising
Test Cases when disregarding
[ JCorrect R False Positive ZZZZ] False Negative [__] Timeout timeout
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Experimental Results Il
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& B vy XX XXX X KKK X RORRNK X >§<>§<(203) reduced by n0n-|lneal’ SOIVer
X B Fvary X X M OX K OBKX X XXX X XX XX(213)
-’"vurl X X R XK XORK MW XX )0:<(2/7)
10—4 10—'3 10—2 10—1 10() 1nl 102
Runtinne e 100
untime [s] 90 \f/'/'\.
. 80 ® ® _.\.
 Good detection rate for methods | & 7
— 60
[, I and [l % 50
) i £ 40
« Slight decline due to false 0
positives when test-number is i //M
high 0

_ . 0.25 0.5 0.75 1
» ¥2 —Test distorted due to limited Test ratio [ ]
number of test results —@— COSINE SIM. —— SVD-TEST —@— CONF. INT. —%— x2-TEST
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Summary and Conclusion

Growing importance of distributed architectures
- fault-detection is inevitable

Detection approach proposed
 early and implicit diagnosis of intermittent faults
» vector-based and ILP-based implementations

Experimental results prove feasibility
« based on 240 test cases
« good results for the first three methods

Future work

« simultaneous detection of multiple faulty resources
« different fault rates and fault propagation models
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