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Problem Background

• Security Closure

Reference: https://wp.nyu.edu/ispd_22_contest/details/
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Problem Background

• Attack targeting at physical design

Reference: https://wp.nyu.edu/ispd_22_contest/details/

1. harden layouts against post-design Trojan insertion

2. against electro-optical or contact-based probing, fault 

injection attacks targeting the frontside

Objective:
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Problem Background

• Hardware Trojan attack
• targeting at the physical level

• seeking to leak information

• reduce the IC’s performance

• disrupt an IC’s working altogether

• always on

• Probing and Fault injection

Reference: https://wp.nyu.edu/ispd_22_contest/details/

• extract data from frontside

• contact-based micro-

probing, electromagnetic 

field probing, or electro-

optical device probing.
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Problem Formulation

• ISPD 2022 Challenge

exploitable region: 20+ blue rectangles

Trojan Insertion attack Probing attack

Both can be solved by P&R

Security cells and nets 

exposed at frontside
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Previous works

Prevent Trojan insertion Prevent probing attack

1. Fill functional cell greedily

2. Increase cell density locally

1. Routing security nets in the 

low metal layer

2. Widen high layer nets width

3. Add self defined cells and 

nets
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Proposed Framework

• ASSURER Framework
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Trojan Defense Framework

• Row-level Placement Refinement
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Trojan Defense Framework

• Trojan Removal Stage1: Partition
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Trojan Defense Framework

• Trojan Removal Stage2: Standard cell refinement

• chain movement

• increasing cell drive strength

• deleting redundancy inserted cells
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Trojan Defense Framework

• Timing Closure

• Connecting buffers to the net with maximum time slack

• Timing optimization based on the Cadence Innovus
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Probing Defense Framework

• Selectively Reroute

• Objective

• Routing security nets in the lower metals.

• Routing non-security nets to cover security nets

• Steps

1) delete the routes of security nets and export routing of residual 

nets. 

2) delete all routing. 

3) set routing constraints, e.g., set the top routing layer of the 

security nets, and set routing blockage at the top layer at the 

specific rectangles. 

4) route the security nets considering the constraints. 

5) import the routing, which is exported in the previous step and 

deal with the conflicts.
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Probing Defense Framework

• Occupying Free Track

• Steps

1) Get the present routing result

2) Patch routing segment on track if layer num is even, else middle. 

3) DFS find free tracks above security nets and cells. 

4) Connect added segment to non-security nets

5) DRC-informed hole-patching algorithm
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Probing Defense Framework

• High Vulnerability Refinement

• Targeting at exposed area of high vulnerable

• Move nets with a few epochs

• furtherly reduce the maximal and total exposed area



20

Probing Defense Framework

• High Vulnerability Refinement(HVR)

• Selectively Reroute(SR)

• Occupying Free Track(OFT)
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Experimental Results

• Trojan Closure Result

ISPD 2022 contest benchmarks

1) Core utilization (CU) is the utilization percentage of placement sites. 

2) Area (AR) is the area of the layout. 

3) Cell number (CN) is the cell number across the layout

4) Leakage power (LP)
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Experimental Results

• Trojan Closure Result
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Experimental Results

• Probing Prevention Result

• Reduce the vulnerability score by 97.6%, from 100% to 2.4%.

• Cell total exposed area and net total exposed area can be 

substantially reduced: 0.16% and 1.28%
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Conclusion

• Present ASSURER for security closure considering PPA

• Using Reward-directed placement to prevent Trojan

• Casting Trojan removal into graph partition problem

• Probing attack prevention flow based on ECO routing

• Selectively reroute security nets.

• Occupy free track above security assets

• Iterative high vulnerability refinement

• Compared with the first place of ISPD 2022 contest:

• Reduce 53% additional total power

• Reduce 65% additional cell insertion

• Probing vulnerability can be reduced by 97.6% on average
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