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Motivation

Side channel analysis (SCA) attack

® SCA attacks try to extract sensitive information from the chip by collecting and analyzing the physical
parameters (EM/power/timing) of the chip

® EM SCA requires no direct connections to the chips and can obtain local EM information with high signal-to-

noise-ratio (SNR)




Motivation

Correlation Electromagnetic Attack (CEMA)

® CEMA is a common side-channel attack method that uses Pearson’s correlation as a statistical method to
recover sensitive information
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Motivation

Focused ion beam (FIB) attack

® [nvasive attacks are the most effective and thorough means of physical attacks available
® Focused ion beam (FIB) attack is the most investigated invasive attack

® Active shield based solutions are so far the most common countermeasures
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EO-shield Protection System Design

Random Active Shield Design and Implementation

® Active shield features:
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EO-shield Protection System Design

Random Active Shield Design and Implementation

® L and W are normalized into grid points by

wire_width and wire_space
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EO-shield Protection System Design

Random Active Shield Design and Implementation

® [or a narrow, elongated shield area:
The shield area is the gap between the dense

power strips on the top layer

® | and W do not satisfy the equation:

L,W = 8 x (wire_width+wire_space)

® Random parallel shield topology:
Randomly select the offset in the x-direction

and y-direction during the generation process
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Random Parallel Shield



EO-shield Protection System Design

Information Leakage Obfuscation Module Design and Noise Signal Generation
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® The linear feedback shift register (LFSR) :

m Based on a Primitive Polynomial
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EO-shield Protection System Design

Information Leakage Obfuscation Module Design and Noise Signal Generation
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® RO generator circuit:

m Include four RO oscillation circuits with 3, 5, 7 and

9 inverters respectively

m Generate oscillation signals with four types of

time delays
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EO-shield Protection System Design

Information Leakage Obfuscation Module Design and Noise Signal Generation

® Frequency divider:

m Divide the high frequency clk to clk_chip
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The Effect of EO-shield

EM Simulation
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® AES NIST:
m AES is designed in the light of NIST standard,
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The Effect of EO-shield

CEMA attack
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Conclusion

® Overhead Evaluation:

Circuits Unprotected Protected AES Increase Percentage
Metrics AES (25Mhz) (250Mhz/200Mhz/166Mhz) g
Area (um?) 288195 293227 1.75%
Power (w) 1.51e — 2 1.62e — 2/1.618e — 2/1.6e — 2 9.74% /7.15%/5.96%

® Signal Perturbation:
The time perturbation of the protected circuit due to effects such as parasitic resistance and parasitic

capacitance caused by the information leakage obfuscation module can be neglected

® Process Antenna Effect (PAE):
The Process Antenna Effect (PAE) caused by long wire mesh can be eliminated by using jumpers, adding

normally closed transmission gates (NC) or diode cells



Conclusion

® A multi-function protection scheme called EO-shield is proposed for the first time to combat both

invasive and non-invasive attacks

® The core idea is to combine an active shield with an information leakage obfuscation module to
mitigate non-invasive attacks by sending current stimuli to the active shield in a noise injection

method

® Through simulation experiments, the correlation between EM emanations and processing data is
also reduced to achieve a SNR lower than 1. The security of the proposed EO-shield scheme is

finally proved
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