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Existing HDC works for FL

% FL-HDCl1!

* Binary model on device

® FHDnn!2! ® FHDnnN
* Apply NN as feature extractor * Massive computation overhead

Limitation Analysis

@ FL-HDC
* Notable accuracy loss

An efficient and accurate HDC framework for FL is still missing

[1] C.-Y . Hsieh et a/, “FI-hdc: Hyperdimensional computing design for the application of federated learning,” in AICAS, 2021. T,
[2] R. Chandrasekaran et a/, “FHDnn: communication efficient and robust federated learning for AloT networks,” in DAC, 2022. | \*‘“ =un i
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l What to consider for designing the framework ﬂﬂtﬂuﬁﬁf& @) FAXARA

® How to design efficient training mechanism?
* Low Communication
* Little Computation

® How to get accurate models?
 Reduce influence from non-iid data

® How to construct a general FL framework?
e Support horizontal FL
* Extend to Vertical FL
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Algorithm 1: Retraining Siralegy

Data: number of retrain rounds R, number of clients
n, number of classes k&
Result: models Cy,...,C,
1 forr« 1to R do

Retraining

@ |In Client i

* For encoded local data Q | G
3 en Qes:
4 A +—download Server—Client; (A)
Update Iocal AM 5 for j « 1 to k do
_ . _ 6 | C;j «Personalization Update(C;;, A;);
Cixr =Cix + Ir-Q; Ciy—Ciy_lr'Q 7 end
. 8 for sample, label, ., € local data do
* Accumulate modified class vector » Q « encode(sample);
10 labelyycqict + AssociativeSearch(Q, C;);
6_ — 6 + lr . . 6 — 6 - lr . 11 if label,rcdice # label,qq then
ix X QJ ly ly Q 12 C'; +Accumulation(C’;, Qg label, cql,
Eahegpredict);
° Upload 61 13 0; +Accumulation(d;, @, label, cql.
Eahezp‘f't’.rﬁﬂt);
(- Associate Memory (AM) ) 14 end
[ ] Class 1 (Cl) ] i———q‘ SEEE Slmllanty1 15 end
g 16 upload-‘.‘:‘h’ent;—)b‘erwer(65);
T g Retrain) | | Class2(C2) | = 3 | t--»{Similaritya} 17 | end
. e v .. 18 Server does:
[_Label: Class i| ] Class i (Ci) L ?.T Similarityi 19 | gathercyicnt, »Server(8i), i =1,2,...,1;
r 5 e 20 for j < 1 to k do
\ J Class k (Ck) [ JL._.‘.. | _,j"”’ Similarityk 21 ‘ A le Bise
Update 22 end
(Misprediction) Class 2 with the jj endbmadcas'[sﬂ'vﬂrﬁCh‘mt-; (4), i=12,...,m
> highest similarity —
U ;;/ | \Q“‘—]:J|||
A | R ( W
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Algorithm 1: Retraining Strategy
Data: number of retrain rounds R, number of clients

ey ° L] . ’
i), n, number of classes k
- In Cllent l Result: models C,...,Cy

1 forr« 1to R do

e For encoded local data 0, 2 | for i« 1ton in parallel do
3 Client; does:
4 A ¢—download Server—Client; (A)
Update local AM ) o o
_ . . 6 | C;; +Personalization Update(C;;, A;);
Cixr =Cix + Ir-Q; Ciy—ciy_lr'Q 7 end N
. 8 for sample, label, ., € local data do
* Accumulate modified class vector ) Q + encode(sample);
10 labelyredice + AssociativeSearch(Q, C;);
. ] . o . — = c 11 if label  cqict 7 label,..q then
6lx Slx + lr Q’ 6ly 6ly lr Q 12 C; f—Accumulation(Oﬁ-, Q. label,qq1,
T e
¢ Upload 61 13 d; {—Apccumulatinn(ﬁi, Q. label,cqr,
'Ea'he'!pr'en’.érrt);
o 14 end
@ In Server s | | end
16 uploadC’Hen L;— Server [:'5#,) >
o 17 end
* Gather §; from clients s | Server docs:
19 gamerthentw-bScrvcr(éi)r 1= 1| 2: Y L
° 20 for j <+ 1 to k do
Generate A O N L
. N . 22 end
¢ A] - i=1 6:1 ) ] - 1; 2; ren k 23 broadcastse,per—ciient; (A), 1 =1,2,...,n;
2 end R
 Broadcast ATNT—=2 [T
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Algorithm 1: Retraining Strategy
Data: number of retrain rounds R, number of clients

ey ° L] . ’
i), n, number of classes k
- In Cllent l Result: models C,...,Cy

1 forr« 1to R do

 Download A from Server 2| foric Lton in parallel do
3 Client; does:
4 A {_d{}wnli)adSET‘b'E'r'—vaHﬁ'ﬂf;' (A);
* Personalization Update f | | Mg s Lok de
6 | C;j +Personalization Update(C;;, A;);
7 end
errorl] 8 for sample, label, ., € local data do
° Cl] — Cl] lr A 9 Q + encode(sample);
Cntl] 10 labelyredict <+ AssociativeSearch(Q, C;);

11 if labelyrcqice # label,cq then

° cntl] 12 C; +—Accumulation(C’;, @2, label, ..,

T e
. . . 13 d; +—Accumulation(d;, @, label,cqr,
* total number of samples of class j on client i labelpredics);

14 end
15 end

° error ] 16 uploadC’Henti—)S&:J"r_re'r('5'5);
17 end

* number of samples with errors in one-round | Server does: |
19 | gatherclient;—gerver(di), 1 =1,2,...,m;
Ar\F for j <+ 1 to k do
retrainin 2 J .
8 21 ‘ Aj Eil dijs

22 end
23 brl}adcaStSemmr—)Ciieﬂ.t.; (a) 1= ]-: 23 BN LM

24 end —
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@ Vertical FL
* Different clients have different attribute sets

@ Vertical FL assumption

* “the server is honest and does not collude with clients, but all the clients are
honest but curious to each other”
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I Extension to Vertical FL nﬂ[:ﬂuﬁéﬁr“u' @) LALLL

@ Vertical FL

* Different clients have different attribute sets

@ Vertical FL assumption
* “the server is honest and does not collude with clients, but all the clients are honest but

curious to each other”
@ participating clients create local IMs
@ All clients share a CIM for attribute value hypervectors

® Data alignment between clients

* employ Privacy Set Intersection (PSI) approach
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HyperFeel vs. FedAvg
* N: #Hclients
e M: #parameters (FedAvg)
* C: fraction of clients performing computation in each round

e #dimensions D, #classes K (HyperFeel)

Method Storage Cost Comm. Cost(per round)
FedAvg NxM CXNXM
HyperFeel DXxNxK DXxNxK

M>>D XK CXM>>DXK



SIA SOUTH PACI

l Experimental Setup ﬂﬂtﬂuﬁﬁf&

@® Dataset
* Horizonal FL
FEMNIST & Synthetic
* Vertical FL
 credit card customer default probability prediction

 Dataset Process & Partition
LEAF[

)R3ENT.

SHANGHAT JTAO TONG UNIVERSITY

FEMN'ST Image Classification Symhetlc Dataset Classification
Statistics feneist Default Distribution {parsmeters are customizalle} 002 0 Sthl 2
3,550 users wes Smisli-:s
80,5263 samples (total) 000 users
E - 107,553 samples {total) -
5 107.55 sam pl per user (mean) -
nule l.l mean). 0.39 3 e num samples (s1d): 213.22 E .
5 num_sampies (std/mean): 1.98 t
e A e
[1] S. Caldas et al, “Leaf: A benchmark for federated settings,” arXiv, 2018. 7\ \x\"-?-" L': | | g
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@® Dataset
* FEMNIST, Synthetic, credit card customer default probability prediction
* Process & Partition: LEAF

® Baselines
* Horizon FL
* FedAvg, FedAvg with additional Pipeline, FL-HDC

* Vertical FL
* KNN, LR, Parsimonious Bayesian, NN

® Configurations

* Dimension D = 1000
 #Clients N = 30
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l Performance Comparison nﬂcﬂuﬁm /

Method Storage Cost Commun. Cost Acc.
FEMNIST DataSet
FedAvg [3] 6.35MB 5.58GB 74.72%
Additional pipeline [20] - - 80.24%
HyperFeel (ours) [ 249.63KB | | 70.95MB | 68.54% 80 5x Communication

Synthetic DataSet Reduction

FedAvg [5] 1.19KB 1.17MB 71.89%

Additional pipeline [20] - - 87.34%

FL-HDC [15] 195.31KB 183.11MB 79.69%

HyperFeel (ours) 27.47KB 6.10MB | 90.13% |




l Performance Comparison

Method Accuracy Storage Communication
KNN 84% 182,169KB 182,169KB
LR 82% - -
Bayesian 79% 813KB 813KB
Neural Network 83% 2,412KB 2,412KB
HyperFeel (ours) 82 % 430.91KB 39.06KB

A little accuracy loss
113x Storage Reduction

1257x Communication Reduction
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l Impact of Online Update & Robustness ﬂH[:ﬂmEu?Aﬁu' @) LiEidrs

90 1
SEE
>
C 50- Converge Faster
>
§ 75 HyperFeel

—— Original HDC
70— - - - - - - - -
0 5 10 15 20 25 30 35 40
num of rounds
bit-flip rate 1% 5% 10% 20% 30%

Accuracy 88.37%  88.00%  87.82%  87.80%  86.41%

High Robustness
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80 350 100
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éi !—l—’ %! !_;I::! * o 007 —A— acc. - 90
40 A A [aa]
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~0 = 250 A
S RS
. 0 c 200 A =
O o @)
< #cllents 20 #cllents 25 #cllents 30 = -70 ©
9°0 S 150 1 ‘W 0
9 = 60 ©
>60 A B
g E 100 -
30 E'Irj : .
O] L
20 4 50 A
O T T T T T T T T T 0 1 1 1 40
fl-hdc HyperFeel HyperFeel fl-hdc HyperFeel HyperFeel fl-hdc HyperFeel HyperFeel 10 20 30
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l Impact of non-lID data & #clients
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Accuracy of HyperFeel is barely affected by varying the number of client.

Average communication per client: SMB

Average Storage per client: 240KB
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@ A novel FL framework based on the HDC
@ Efficient

* Reduce storage cost

 Reduce communication cost
@ Accurate
* Personalization update strategy for non-iid data

® General
* Fit for both horizon FL and vertical FL
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