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Patching Hardware -- Overview

® Survivability of System-on-Chip designs

O Integrate many different IPs, processors, A :
o Different vendors, use cases Processor| [*jp g) | Shared | [7p
Core Memory
Issues may manifest after deployment! | | Interconnect (G_J.‘ bus) |
. . r— = " r— " r— "
® Patches for security issues S S
o Software, firmware, hardware P & P P

e Software and firmware patches are not enough
O Not real-time fixes
O Many data are non-reprogrammable



Patching Hardware -- Overview

A A
A
e Patching hardware | 32?.&?35";'
O  Architecture for post-deployment patching | l Interconnect(e.ql.,bus) |
L% 0 LA L g
e |P-level patching design & [ [oR)
O Observe IP’s behavior
® Monitoring inputs/outputs/internal signals Inputs
O Control IP’s behavior E )
m Override IP’s signals if misbehavior is identified T
Signals |_y, | Patching
IP < —»{ logic
v v v

=25
Outputs



Research Motivation

® Patching hardware is generated based on heuristics
O What signals to monitor/control?
O How many signals is enough?
® Tradeoff: resource investment and what patching hardware can do

inputs/ outputs/

internal signals l internal signals
Inputs
> [ —
v y 2 i ¢ f\ i i i
Internal —\\_—I—Lr\r/ W
o Signals |_y, Patching comp (>1<1=19)] || L [comp (>1<T=15)]
€ —» logic ' | '
~=— Assertion
v v v | ‘—l Control
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Counter Next & Assertion :
Outputs Mem __,Register[ — |
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Research Motivation

® Patching hardware is generated based on heuristics
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Definition of Patchabillity

e Patchability

O The ability of a patching hardware to patch
O  Observability

B The ability of a patching design to observe an IP
B Bugs identification
O  Controllability

m The ability of a patching design to control an IP
m Bugs correction

e Quantification

O How many bits of a design can be observed/controlled
by the patching design
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Patchability -- Controllability

e Patching cell
O Replace the original signal with the patching signal

® The patched signal then becomes "fully controllable”

O Controllability is n for an n-bit signal signal A signal A
C
- patching signal ——» X
e Controllability measurement

patching enable

O Need to consider the relationships between signals
o E.g., Out is controllable if A and B are controlled Patching cell

g@—out




Research Questions

e Our goal
O Assist system integrators in designing the patching
architecture

® How to achieve the highest patchability under

the resource limit?
O  What signals should be controlled/monitored in
different scenarios?
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Patchability Quantification Formulation




Patchablility Quantification Algorithm

input [7:0] addr;
assign comp[@] = (addr > 8'h96); RTL Design

assign comp[1l] = (addr < 8'hF0);




Patchablility Quantification Algorithm

Quantification Patching
Functions Configurations
Sagdr +0 Saéldr +0
¢ __ 2 "7 =) | Scomp =2
comp 2
Patchability Score Function Result



Patchability Quantification for RTL Operations

e Quantifying controllability for OR operation
O S, and Sz: controllability score of A and B
m Probability of A and B are controllable (1-bit signals)
O OQut is fully controllable if
m A and B are both fully controllable - S, X Sg
m A or B is fully controllable, and the other is a non-controlling value
~ (1= 84) X Sp X5+ Sy x (1= Sp) x5
® Assumption: each bit has equal prob. to be 0 and 1

O Sout = Sa X Sp+ (1= $) X S5 X 2454 x (1 - 55) x £ = %45

éj—out




Patchability Quantification for RTL Operations

o Cond|t|ona| Statements Operator Resulting PC score
o A=(®)?C:D ASSIGN/NOT Sa B
. . . . . SHIFT S4 x ==
O Assumption: assign the signal with higher score to A OR/NOR SatSp
2
O SA — SB X maX(Sc,SD)+(1 — SB) X@ AND/NAND §4_5;SB-
XOR/XNOR Zatin
CONCATENATE SA+Sp

e Comparisons

O E.g., Greater than (for 1-bit signals) Operator | Resulting PC score
B sig, > sig, = sig,&&!'sig, 51152

AV AV

S1+S2
2

S14S2
2

O For multi-bit comparisons
m Compare each bit and combine the results

S14S2
2

S14+S2
2

S14S3
2
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Case Study

® In: patching configurations e R e T—r
rst_ni 1 1 1 1 1
jtag_unlock 1 1 1 1 1
. . rst_9 1 1 1 1 1
® Out: the resulting controllability scores | » ) L L . 2
wdata 32 32 32 32 32
reglk_ctrl_i 8 8 8 8 8
en_acct 1 1 1 1 1
® [nvestment: sum of the In column acct_ctrl_i 1 1 1 1 1
reglk_mem[0] 32 32 32 0 24
reglk_mem[1] 32 32 32 0 24
reglk_mem|[2] 32 32 32 0 24
reglk_mem][3] 32 32 32 0 24
® Output score: sum of the Out column | regliCmema 3 32 32 0 24
reglk_mem|[5] 32 32 32 0 24
en 1 1 1 0 1
reglk_ctrl 16 16 16 0 8
® Normalized score: normalize the b o s 0 2 5 o
score of each signal by their widths e ooy | 4 163 39
Normalized Score 1 1 0.9

and average them
Greedy option selects every input/internal
signals for better controllability



Case Study

® In: patching configurations Signal Name Lzl | Oty G || poped . Proposd Out
rst_ni 1 1 1 1 1
jtag_unlock 1 1 1 1 1

. . rst_9 1 1 1 1 1

® Qut: the resulting controllability scores we ) L L . 2
wdata 32 32 32 32 32
reglk_ctrl_i 8 8 8 8 8
en_acct 1 1 1 1 1

® |nvestment: sum of the In column acct_ctrl i 1 1 1 1 1
reglk_mem[0] 32 32 32 0
reglk_mem[1] 32 32 32 0
reglk_mem|[2] 32 32 32 0
reglk_mem][3] 32 32 32 0

® Output score: sum of the Out column | regliCmema 3 32 32 0
reglk_mem|[5] 32 32 32 0
en 1 1 1 0
reglk_ctrl 16 16 16 0

® Normalized score: normalize the b o s 0 2 0

score of each signal by their widths sy | e o i ‘

Normalized Score 1 1 0.9

and average them
Our proposed option selects signals based on
the patchability quantification algorithm



assign reglk_ctrl_o = {reglk_mem[5], reglk_mem[4],
reglk_mem([3], reglk mem([2], reglk_mem([l], reglk_mem[0]};
assign reglk_ctrl = reglk_ctrl_i;

assign en = en_acct 7 acct_ctrl_i: 0;
always @ (posedge clk_i) begin Width
if(rst_ni && " jtag_unlock && “rst_9) begin e rood pe—
=) 3 . =1 : . Fu ree Tee
fomggj 'leai) begin Signal Name Patchabls:a In g Outy Proposed In  Proposed Out
en rst_ni 1 1 1 1 1
end jtag_unlock 1 1 1 1 1
else if(en && we) begin st_9 1 1 1 1 1
case (address[/:3]) we 1 1 1 1 1
O:] reglk_mem[0]] <= reglk_ctrl[1l] ? reglk_mem[0] : wdata; address 64 64 64 64 64
1:] reglk_mem[1]] <= reglk_ctrl[l] ? reglk_mem[l] : wdata; | wdata 32 32 32 32 32
2:] reglk_mem[2]|] <= reglk_ctrl[1] ? reglk_mem[3] : wdata; | reglk ctrli 8 8 8 8 8
3:] reglk_mem[3]] <= reglk_ctrl[l] ? reglk_mem[3] : wdata; | emacct 1 1 1 1 1
4:| reglk_mem[4]| <= reglk_ctrl[1] ? reglk_mem[4] : wdata; | accteuli 1 1 1 1 L
5:| reglk_mem[5]| <= reglk_ctrl([1] ? reglk_mem[5] : wdata; | "cglkmem(0] 32 32 32 0 24
endcase reglk_mem[1] 32 32 32 0 24
reglk_mem|[2] 32 32 32 0 24
end reglk_mem[3] 32 32 32 0 24
end . reglk_mem[4] 32 32 32 0 24
always @(x) begin reglk_mem|[5] 32 32 32 0 24
rdata = 64'b0; en 1 1 1 0 1
if (en) begin reglk_ctrl 16 16 16 0 8
case (address[7:3]) rdata 32 0 32 0 18
0: rdata = reglk_ctrl[0] ? 1'b0 : reglk_mem([O0]; reglk_ctrl_o 112 0 112 0 112
1: rdata = reglk_ctrl[0] ? 1'b0 : reglk_mem[1l]; .
2: rdata = reglk_ctrl[0] ? 1'b0 : reglk_mem[2Z]; I(;wcstment (blts). 463 319 110
, utput Score (bits) 463 463 393
3: rdata = reglk_ctrl[0] ? 1'b0 : reglk_mem[3]; Normalized Score 1 1 0.9
4: rdata = reglk_ctrl[0] ? 1'b0 : reglk_mem[4];
5: rdata = reglk_ctrl[0] ? 1'b0 : reglk_mem([5];
endcase
end
end



assign reglk_ctrl_o = {reglk_mem[5], reglk_mem[4],
reglk_mem([3], reglk mem([2], reglk_mem([l], reglk_mem[0]};
assign reglk_ctrl = reglk_ctrl_i;

assign en = en_acct 7 acct_ctrl_i: 0;
always @ (posedge clk_i) begin Width
if(rst_ni && " jtag_unlock && “rst_9) begin
for (j=0: J < 6; j=]j+1) begin Signal Name All Fully Greedy Greedy Proposed In  Proposed Out
re lk_mem[ '] '<: |h0; g Patchable In Out P PO
an rst_ni 1 1 1 1 1
end jtag_unlock 1 1 1 1 1
else if(en && we) begin st_9 1 1 1 1 1
case (address[/:3]) we 1 1 1 1 1
O:] reglk_mem[0]] <= reglk_ctrl[1l] ? reglk_mem[0] : wdata; address 64 64 64 64 64
1:] reglk_mem[1]] <= reglk_ctrl[l] ? reglk_mem[l] : wdata; | Wdata : 32 32 32 32 32
2:] reglk_mem[2]| <= reglk_ctrl[1] ? reglk_mem[3] : wdata; [ reglk ctrl i 8 | 8 8 8 8
3:] reglk_mem[3]] <= reglk_ctrl[l] ? reglk_mem[3] : wdata; | emacct 1 1 1 1 1
4:| reglk_mem[4]| <= reglk_ctrl[1] ? reglk_mem[4] : wdata; | accteuli 312 312 312 (1) 214
5:] reglk_mem[5]] <= reglk_ctrl[l] ? reglk_mem[5] : wdata; 1 po po 0 24
an:“ case 32 32 32 0 24
. reglk_mem[3] 32 32 32 0 24
end ) Mismatc h ed | <\“\glk\_::2[4] 32 32 32 0 24
always @(x) }f’egln reglk-mem(5] 32 32 32 0 24
.'-Cdata = 64 II)O,‘ en 1 1 1 0 1
if (en) begin reglk_ctrl 16 | 16 16 0 8
case (address[7:3]) rdata 32 0 32 0 18
0: rdata = reglk_ctrl[0] ? 1'b0 : reglk_mem([O0]; reglk_ctrl_o 112 0 112 0 112
1: rdata = reglk_ctrl[0] ? 1'b0 : reglk_mem[1l]; .
2: rdata = reglk_ctrl[0] ? 1'b0 : reglk_mem[2Z]; g:f;;ngzgglg)hs) ﬁg iég ;;g
3: rdata = reglk_ctrl[0] ? 1'b0 : reglk_mem[3]; Normalized Score 1 1 0.9
4: rdata = reglk_ctrl[0] ? 1'b0 : reglk_mem[4];
5: rdata = reglk_ctrl[0] ? 1'b0 : reglk_mem([5];
endcase
end
end



assign reglk_ctrl_o =
reglk_mem([3],
assign reglk_ctrl
assign en =

reglk_mem[2],
reglk_ctrl_i;
en_acct ? acct_ctrl_i: 0;

{reglk_mem[5],
reglk_mem([1],

reglk_mem[4],
reglk_mem([0]};

always @ (posedge clk_i) begin Width
if(rst_ni && " jtag_unlock && "rst_9) begin e rood p—
=) 3 . 4 : . Fu ree Tee
foie; ]:fkir,ner:tll [ ;] 6213 ' lea } ) begin Signal Name Patchablsfl: In g Out Y roposed In  Proposed Out
end rst_ni 1 1 1 1 1
end jtag_unlock 1 1 1 1 1
else if (en && we) begin rst_9 1 1 1 1 1
case (address([7:3]) we 1 1 1 1 1
0: reglk_mem[0] <= reglk_ctrl([l] ? reglk_mem[O0] wdata; address 64 64 64 64 64
1: reglk_mem[l] <= reglk_ctrl[l] ? reglk_mem[1l] wdata; | wdata 32 32 32 32 32
2: reglk_mem[2] <= reglk_ctrl[1l] ? reglk_mem[3] wdata; | reglk ctrl i 8 8 8 8 8
3: reglk_mem[3] <= reglk_ctrl[l] ? reglk_mem[3] wdata; | em-acct 1 1 1 1 1
4: reglk_mem[4] <= reglk_ctrl[l] ? reglk mem[4] : wdata; | acctetli L 1 1 1 1
5: reglk_mem[5] <= reglk_ctrl(l] ? reglk_mem[5] wdata; ﬁgﬂ?ﬂiiﬁ} g% g% gé g gi
endcase reglk_mem([2] 32 32 32 0 24
end reglk_mem[3] 32 32 32 0 24
end . reglk_mem[4] 32 32 32 0 24
always @(x) begin reglk_mem|[5] 32 32 32 0 24
rdata = 64'b0; en 1 1 1 0 1
if (en) begin reglk_ctrl 16 16 16 0 8
case (address[7:3]) rdata 32 0 32 0 18
0: rdata = reglk_ctrl[0] ? 1'b0 reglk_mem[0]; reglk_ctrl_o 112 0 112 0 112
1: rdata = reglk_ctrl[0] ? 1'bO reglk_mem([1]; .
2: rdata = reglk_ctrl[0] ? 1'bO reglk_mem([2]; g:f;ingzgglg)hs) ﬁg iég ;;g
3: rdata = reglk_ctrl[0] ? 1'bO reglk_mem([3]; Normalized Score 1 T )
4: rdata = reglk_ctrl[0] ? 1'b0 reglk_mem[4];
5: rdata = reglk_ctrl[0] ? 1'b0 reglk_mem[5];
endcase
end
end



assign reglk_ctrl_o =
reglk_mem[2],
reglk_ctrl_i;

reglk_mem([3],

assign reglk_ctrl

{reglk_mem[5],
reglk_mem([1],

assign en = en_acct 7?7 acct_ctrl_i: 0;
always @ (posedge clk_i) begin
if(rst_ni && " jtag_unlock && "rst_9) begin
for (j=0; j < 6; j=j+1) begin
reglk_mem[]j] <= 'hO;
end
end
else if (en && we) begin
case (address([7:3])
0: reglk_mem[0] <= reglk_ctrl([l] ? reglk_mem[O0]
1: reglk_mem[l] <= reglk_ctrl[l] ? reglk_mem[1]
2: reglk_mem[2] <= reglk_ctrl[l] 7?7 reglk_mem[3]
3: reglk_mem[3] <= reglk_ctrl[l] ? reglk_mem[3]
4: reglk_mem[4] <= reglk_ctrl([l] ? reglk_mem[4]
5: reglk_mem[5] <= reglk_ctrl([l] ? reglk_mem[5]
endcase
end
end

always @ (x) begin

rdata = 64'b0;

if (en) begin

case (address[7:3])

0: rdata
1: rdata
Z2: rdata
3: rdata
4: rdata
5: rdata
endcase
end
end

reglk_ctrl([0]
reglk_ctrl[0]
reglk_ctrl[0]
reglk_ctrl[0]
reglk_ctrl[0]
reglk_ctrl[0]

) ) ix) ) o)

1'b0 reglk_mem
1'b0 reglk_mem
1'b0 reglk_mem
1'b0 reglk_mem
1'b0 reglk_mem
1'b0 reglk_mem

reglk_mem[4],
reglk_mem([0]};

: wdata;
: wdata;
: wdata;
: wdata;
: wdata;
: wdata;

| Signal Name | ViIn. V1Out | V2In V2Out | V3In V3 Out |

rst_ni 0.0 0.0 1.0 1.0 1.0 1.0
jtag_unlock 1.0 1.0 1.0 1.0 1.0 1.0
rst_9 1.0 1.0 1.0 1.0 1.0 1.0
we 1.0 1.0 1.0 1.0 1.0 1.0
address 0.0 0.0 64.0 64.0 64.0 64.0
wdata 320 32.0 32.0 32.0 32.0 32.0
reglk_ctrl_i 8.0 8.0 8.0 8.0 8.0 8.0
en_acct 0.0 0.0 1.0 1.0 1.0 1.0
acct_ctrl_i 1.0 1.0 1.0 1.0 1.0 1.0
reglk_mem[0] 0.0 15.8 0.0 24.0 0.0 24.0
reglk_mem[1] 0.0 15.8 0.0 24.0 0.0 24.0
reglk_mem][2] 0.0 15.8 0.0 24.0 0.0 24.0
reglk_mem[3] 0.0 15.8 0.0 24.0 0.0 24.0
reglk_mem([4] 0.0 15.8 0.0 24.0 0.0 24.0
reglk_mem[5] 0.0 15.8 0.0 24.0 0.0 24.0
en 1.0 1.0 0.0 1.0 0.0 1.0
reglk_ctrl 0.0 8.0 0.0 8.0 0.0 8.0
rdata 0.0 11.8 0.0 18.0 32.0 32.0
reglk_ctrl_o 0.0 94.5 0.0 112.0 112.0 112.0
Investment (bits) 45 110 254
Output Score (bits) 253.8 393 407
Normalized Score 0.6 0.9 0.9

Different patching strategies result in

different patchability scores
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Conclusions

® Propose a novel definition of patchability

® We present a new approach to measure the patchability of patching
logic.

® Our method assists designers in exploring the effect of different patching
options.

® Our proposed approach achieves a normalized score of 0.9 while using
65% fewer resources compared to a greedy approach



