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Fully Homomorphic Encryption
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Classic NTT Challenges & Advantages

Algorithm In-Place Cooley-Tukey-based NTT
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MVM-Based NTT Challenges & Advantages
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Digital in-SRAM Computing

* High-Efficiency Parallel Computation
* Computing-in-Memory Capacity
* Digital Matrix-Vector Multiplication
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Overview
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MVM Module-Data Mapping
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MVM Module-Data Mapping
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MVM Module-Computation
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MVM Module-Reduction
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Large-scale NTT Operations
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Mod Algorithm Optimization

» Adapt the original Barrett algorithm to the efficient implementation on CIM

Barrett's Mod Algorithm
Calculation: r=c mod q (q : n bit, 2")

Preparation: modulus q -—
Standby arithmetic ¢ Implementing in CIM

1. mu = 22"/q Calculation: r=c mod q (q : n bit)
2.t,=c>>n-1 Optimization 1.x=c>>n-1;

3.t,=t; X mu ~Z.a=x<<n-l;

4.t1;=t,>>n+l 3.r=c—a;

5.1, =c % 2! Condition: r>q/2?(r-q) : r

6.1, =(t; X q) % 2! Return r

7.r=r1 -1,

Condition: r>q/2?(r-q): r
Return r



Mod Algorithm Optimization

* Low Ener
Right shift V\/\N
VSR g=2n=9 = Lsn annnoannnnnnannn
C@@ na@@@@@@@@@:@@@
(0]

. 0P0ooDoDLLbebeD < PPODDENERNEDELEH
Left shif » 0000000000000 |

q:28,]]:9<::' ............. L _
MS

B LSB (4. 1y !
- WheEpuEerseeest, - 099990900000000

anﬁﬁ@ﬁ@ﬂ@@@@@@@@ s OEOEOODDDODOO

(a) Shift in CIM (b) Subtraction in CIM




Mod Module-Data Mapping
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Mod Module-Computation
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Evaluation Setup

R
HP-CIM(Ours) 6T SRAM (32K,32)

6T SRAM CT Butterfly (1024,16)

6T SRAM CT Butterfly (32K ,32)

ReRAM MVM (1024,16)

CryptOPIM Butterfl
(Baseline) ReRAM Y (32K,32)

HP-CIM Settings

16 PEs, 32 KB/PE
MVM Module 256 SubArrays/PE, 64 X16 SubArray
MOD Module 2 PEs, 8 KB/PE

128 SubArrays/PE, 8 X64 SubArray
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» HP-CIM achieves a latency reduction of up to 3.08x compared to the

fastest existing CIM-based NTT accelerator, RM-NTT
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» HP-CIM provides significant energy savings of up to 4.96x over

the most energy-efficient prior solution, MeNTT



Evaluation Result
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» Under large-scale NTT parameter settings, HP-CIM outperforms

other designs in terms of latency and energy



Evaluation Result
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Conclusion

1. High Parallelism with Hierarchical SRAM Architecture

Introduced a digital SRAM-based CIM NTT engine, utilizing a hierarchical structure to
achieve high parallelism and scalability for large-scale NTT operations.

. Novel Even-Odd Data Mapping Strategy

Proposed an even-odd data mapping approach to optimize memory utilization, enabling
efficient reuse of intermediate computation results for better scalability.

. Integrated Mod Computation within CIM Arrays

Developed efficient mod operations directly within CIM arrays using SRAM read-write
capabilities, eliminating the need for extra peripheral circuits and enhancing area and
energy efficiency.

. Significant Performance and Energy Improvements

Achieved up to 3.08x faster execution and 4.96x energy savings compared to prior CIM-
based designs, validated through extensive comparisons with state-of-the-art methods.
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